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1. (withdrawn) A method comprising the steps of: 

forming a key management message operation-code field; 
forming a length field; 
forming a control field; 

forming a target destination field including a target destination identifier; 
forming a key management message field; 
forming a CRC field; 

forming a key management message frame including, in sequence, the operation-code 
field, length field, control field, target destination field, key management message field, and 
CRC field; and 

receiving, by a key delivery device, the key management message frame. 

2. (withdrawn) The method of claim 1, further comprising 

forwarding, by the key delivery device, the key management message frame to a target 
communication device identified in the target destination field. 

3. (withdrawn) The method of claim 1 wherein the key delivery device comprises a key variable 
loader. 



4. (withdrawn) The method of claim 1 wherein the target communication device comprises one 
of a mobile radio, portable radio, digit-al interface unit, encryption management controller, and 
radio network controller. 
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5. (withdrawn) The method of claim 1 wherein the step of forming a key management message 
frame is accomplished by a key management facility, the method including the step of sending 
the key management message frame from the key management facility to the key delivery 
device. 

6. (withdrawn) The method of claim 1 wherein the key management message field is a variable 
length field. 

7. (withdrawn) The method of claim 1, wherein the target destination field of the key 
management message frame includes a first target destination ID associated with a key delivery 
device, and wherein the key management message field of the key management message frame 
includes a second target destination ID, the method comprising: 

sending the key management message frame to the key delivery device; 
determining, by the key delivery device, a target communication device associated with 
the second target destination ID. 

8. (withdrawn) The method of claim 7 wherein the key management message field includes an 
encrypted key management message including the second target destination ID, the step of 
determining a target communication device comprising: 

decrypting the encrypted key management message, yielding a decrypted key 
management message; and 

determining the target communication device identified in the decrypted key management 
message. 

9. (withdrawn) The method of claim 8, wherein the target communication device identified in 
the decrypted key management message differs from the key delivery device, the method further 
comprising the step of forwarding the decrypted key management message from the key delivery 
device to the target communication device identified in the decrypted key management message. 



PAGE 7114 * RCVD AT 1M/20D5 3:32:32 PM [Eastern Daylight Time] ' SVRiUSPTO-ff XRF-6135 * ONIS:2738300 ' CSID: 847576072 1 * DURATION (mnws):03-38 



QCT-03-E005 14:36 FROM: 



8475760721 



TO:USPTO 



P. 8'14 



AppJ. Mo. 09/938,184 
Amdt. Oated October 3, 2005 
Reply to Office Action of 06/03/05 



Docket No. CM04642H P01 
Customer No. 22917 



10. (withdrawn) A method comprising the steps of: 

forming a key management status message operation-code field; 
forming a status field; 
forming an RSI field; 
forming a CRC field; 

forming a key management status message frame including the key management message 
status operation-code field, the status field, the RSI field and the CRC field; and 

receiving the key management status message frame by one of a key delivery device and 
a target communication device. 

11. (withdrawn) A method of exchanging messages between a key delivery device and a target 
communication device according to a protocol using a number of predefined operation-codes, the 
method comprising the steps of: 

(a) sending, from the key delivery device to the target communication device, a first 
operation-code requesting the target identify whether it recognizes the protocol; 

(b) sending, from the target communication device to the key delivery device, a second 
operation-code identifying if the target recognizes the protocol; and 

(c) sending, from the key delivery device to the target communication device, a key 
management message frame including 

a key management message operation-code field; 
a length field; 
a control field; 

a Target destination field including a target destination identifier; 
a key management message field; and 
a CRC field; and 

(d) sending, from the target communication device to the key delivery device, a fourth 
operation-code responsive to the key management message frame. 
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12. (original) In a communication system including a key delivery device and a number of 
encryption devices, a method comprising the steps of: 

receiving, by the key delivery device, one or more key management messages including 
indicia of respective target communication devices that are to receive the key management 
messages; 

operably connecting the key delivery device to one or more candidate encryption devices; 

determining, by the key delivery device upon connecting to the one or more candidate 
encryption devices, which ones of the candidate encryption devices are target encryption 
devices; and 

delivering, from the key delivery device, one or more key management messages to the 
candidate encryption devices determined by the key delivery device to be target encryption 
devices, 

13. (original) The method of claim 12 further comprising the steps of: 

determining, by the key delivery device upon connecting to the one or more candidate 
encryption devices, which ones of the candidate encryption devices are not target encryption 
devices; and 

not delivering key management messages to the candidate encryption devices determined 
by the key delivery device not to be target encryption devices. 

14. (original) The method of claim 12 further comprising the step of displaying, by the key 
delivery device upon a successful delivery of a key management message to a target encryption 
device, a message indicative of the successful delivery of the key management message to the 
target encryption device. 

15. (original) The method of claim 12 further comprising the step of displaying, by the key 
delivery device upon an unsuccessful delivery of a key management message to a target 
encryption device, a message indicative of the unsuccessful delivery of a key management 
message to the target encryption device. 
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16. (original) The method of claim 12, wherein the step of receiving one or more key 
management messages comprises receiving an encrypted key management message to be 
delivered in red transfer to target mode, the method comprising: 

decrypting the encrypted key management message, yielding an unencrypted key 
management message including a target destination identifier; and 

delivering the unencrypted key management message to a target communication device 
corresponding to the target destination identifier. 

17. (original) The method of claim 12, wherein the step of receiving one or more key 
management messages comprises receiving an encrypted key management message to be 
delivered in black transfer to target mode, the method comprising: 

determining a target destination identifier associated with the encrypted key management 
message; and 

delivering the encrypted key management message to a target communication device 
corresponding to the target destination identifier. 

18. (original) The method of claim 17, wherein the step of receiving an encrypted key 
management message comprises receiving a key management message frame including a key 
management message field and a target destination field, the key management message field 
including the encrypted key management message and the target destination field including an 
encrypted target destination identifier, the step of determining a target destination identifier 
being accomplished by decrypting the encrypted target destination identifier. 
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